Google against Normative Template for Marketer-Consumer Communications

Summary

Amazon is an Internet-era company that had been a leader in consumer Internet commerce;   but its business lines are conventional, in that they deal in atoms not bits.  Google is rather different, both in that its goods and services are digital and network-delivered, and that consumers generally do not pay cash for them.  On the other hand, consumers do provide consideration, in that many of Google's services "include content-targeted ads or other related information" and "As consideration for using the Service, you agree and understand that Google will display ads and other information adjacent to and related to the content of your email" (as expressed in the Gmail Terms of Use).  Google is therefore a participant in, and driver of a new wave of, B2C Internet commerce.

Google has a very wide array of business lines ../II/Gurgle0604.html(Clarke 2006b).  The evaluation did not extend to consumer use of the Adwords or even the Adsense services.  It focussed on Google's search services, supplemented by sampling of the Image, Desktop, Gmail and News services.  

Google has a generic Terms of Service page, although access to it is nested one level.  Services that take the form of restrictions on the search-scope using the search-engine (such as Images) do not appear to declare specific Terms of Service, and presumably the generic Terms are meant to apply.  Desktop has Terms visible at the utmost level.  Google News provides similarly indirect access to two pages:  the generic Terms, which are accessible indirectly, via the About Google link, and Google News Terms, which are accessible via About Google News, both at the bottom of the service's home-page.  This and other aspects of Google's sites give the impression of a somewhat motley collection of services, with a marked absence of corporate control.  (This is in line with the corporation's self-image, and has clear advantages while the services are emergent). 

Google has cultivated an image of user-friendliness (in particular "Focus on the user and all else will follow", "Democracy on the web works" and "You can make money without doing evil" – http://www.google.com/corporate/tenthings.html,  Despite that, both the generic Terms and the service-specific Terms are aggressive and anti-consumer.  They deny all forms of warranty and liability, and claim unilateral capability to change terms without notice.  They are designed to make it very difficult for consumers to take action within the jurisdiction where they live.  (Exceptions are for Californians, and for some users of Google Desktop).  Gmail's Terms purports to over-ride national laws on trans-border data flows, and endeavours to outlaw pseudonymous use of the service (which is particularly important given the enormous sensitivity of the user-profile that this service alone enables – Clarke 2006b).  No information is provided about regulatory contexts.

Glimmers of sensitivity to consumer needs do appear through the gloom.  A couple of the various Terms of Use pages contain a version-identifier, and a (start-)date of applicability.  One even recognises the significance of the matter by stating that "To make your review more convenient, we will post a version number or date at the bottom of this page".  Another page provides access to one prior version, and visible change-markings.  Google News (alone among the set) implies that users can approach Google to vary the Terms.

Information

•
Corporate Identity and Location

Address, phone but not email-addresses are readily findable through About Google / Contacts

•
The Goods or Services

No apparent assurances about goods matching their descriptions

-
appropriate description

-
safety-related information

-
any constraints on sale

-
any constraints on use

The Gmail Terms of Use include the statement that "You also agree that you will not use any robot, spider, other automated device, or manual process to monitor or copy any content from the Service".  Although this appears to be qualified by " The Google Rights do not include third-party content used as part of Service, including the content of communications appearing on the Service", the statement's purpose and scope are unclear.

•
The Delivery Process

-
order tracking

•
Accessibility of Terms of Contract

There is no link visible on the home-page.  The About Google page includes a link to Terms of Service, at the bottom of the page.

Desktop has a Terms & Conditions page visible at the topmost level. 

News has a Terms of Use page, but linked from the About Google News page.

Gmail has a link to a to Terms of Use page in the generic footer, and thence to a Program Policies page.

Froogle and Books (which are still in Beta) appear to have no specific Terms, although presumably the generic Google Terms of Use are intended to apply.

More remarkably, Google Earth also appears to apply no specific terms, even though it includes both a gratis base-version, and for-fee extensions.

-
before transacting

-
after transacting

-
long-term, version-numbered and dated

Google Terms of Service contains:

-
no dates and no version-numbers

-
no indication of whether and when changes have been made

-
no link back to previous versions or differences between versions

The Gmail Terms of Use accessed on 29 June 2006 contains the characters "v. 040604" in the bottom right-hand corner, which appears to be a version identifier in the format MMDDYY, and to indicate 'with effect from 6 April 2004'.  There is no indication of prior versions, or of differences documentation, or of their availability.  Google appears to suppress all, or at least all nested pages, from the Internet Archive at archive.org, so it is unclear whether and what previous versions existed.

The Gmail Program Policies page does provide a version identifier, but does not provide access to prior versions.  The version accessed on 30 June 2006 carried the date "June 28, 2004" and "v. 062804", and provided a View Changes option.  This further disclosed the existence of a previous version "v. 033104" (whose dates of applicability were presumably 31 March 2004 to 28 June 2004), but did not provide access to it.

Google News Terms of Use include the statement "Last updated January 17, 2006", but no indication of prior versions, link to them, or indication of what changed.  Moreover, the page states "To make your review more convenient, we will post a version number or date at the bottom of this page".

•
Completeness of Conditions

The Terms of Service page states "These Terms of Service constitute the entire agreement between the parties with respect to the subject matter hereof".  The Terms appear to be applicable to all services apart from the Adwords or Adsense programs, yet they appear to read in only the Privacy Policy, and none of the service-specific terms that appear elsewhere on the various Google sites.  The left-hand frame offers 'More privacy info' for 11 services, but there appears to be no equivalent set of links for the Terms of Service of those services.

•
Clarity of Conditions:

-
price

-
payment

-
security

-
retraction or termination of contract

-
warranties and guarantees

The Terms of Service page disclaims warranties "to the fullest extent permitted by law" and strenuously and legalistically denies liability for anything that it can avoid liability for.

Individual services may be even more heavily qualified, e.g. in the case of Gmail's Terms of Use:  "Google disclaims all responsibility and liability for the availability, timeliness, security or reliability of the Service. Google also reserves the right to modify, suspend or discontinue the Service with or without notice at any time and without any liability to you"

-
any after-sales service

-
contingent liabilities

The various Terms of Use pages contain very substantial Disclaimer and Limitation of Liability clauses.

•
Ability to Switch to Phone, Fax or Mail

Not apparent.

•
Acknowledgement / Confirmation of Transaction

-
at user's option (i.e. email-address not mandatory)

•
Legal Context

Google's Terms of Service state that "These Terms of Service will be governed by and construed in accordance with the laws of the State of California, without giving effect to its conflict of laws provisions or your actual state or country of residence".

Desktop's Terms & Conditions page is available in about 20 versions by country.  Those for the U.S.A, U.K., France, Germany, Italy, The Netherlands and Australia purport to submit the agreement to the laws of that country or one of its sub-jurisdictions, those for the Scandinavian nominate the law of the U.K., while others, including Canada and India, stipulate the law of California.

Gmail Terms of Use state that "These Terms of Use will be governed by and construed in accordance with the laws of the State of California, without giving effect to its conflict of laws provisions or your actual state or country of residence. Any claims, legal proceeding or litigation arising in connection with the Service will be brought solely in Santa Clara County, California, and you consent to the jurisdiction of such courts"

No information appears to be provided about any applicable mechanisms other than the courts, such as Codes or Tribunals.

Conditions

•
Appropriate Undertakings re Product Quality

None are apparent

•
Appropriate Undertakings re Fulfilment Quality

None are apparent

•
Appropriate Conditions re Contingent Liabilities

All avoidable warranties and liabilities are declared to be avoided, and all unavoidable warranties and liabilities are declared to be minimised.

•
Appropriate Conditions re Return and Refund/Credit

Security

•
Funds

•
Payment-Related Data, in particular credit-card details

•
Personal Data

Various aspects of this are addressed by the Privacy Policy/ies, which are addressed in a separate study.

Gmail Terms of Use purport to over-ride trans-border data flow provisions of data protection laws in many countries:  "Personal information collected by Google may be stored and processed in the United States or any other country in which Google Inc. or its agents maintain facilities. By using Gmail, you consent to any such transfer of information outside of your country".

Gmail Terms of Use state that "Google may at any time and for any reason terminate the Services, terminate this Agreement, or suspend or terminate your account. In the event of termination, your account will be disabled and you may not be granted access to your account or any files or other content contained in your account although residual copies of information may remain in our system"

•
Pseudonymity

Gmail's Terms of Use declare that this is not permitted:  "You must provide current, accurate identification, contact, and other information that may be required as part of the registration process and/or continued use of the Service"

On the other hand, Gmail's Program Policies appear to have been relaxed on 28 June 2004, by inserting the underlined words: "users may not ... create multiple user accounts in connection with any violation of the Agreement or create user accounts by automated means or under false or fraudulent pretenses".

•
Malware

No statement apparent

Choice

•
Flexibility of Terms

Generally, none apparent.

But the Google News Terms of Use states "These terms may also be modified by separate agreement between you and Google".

•
Notice of Changes to Terms

None.

The Terms of Service page states that "We may modify or terminate our services from time to time, for any reason, and without notice, including the right to terminate with or without notice, without liability to you, any other user or any third party. We reserve the right to modify these Terms of Service from time to time without notice. Please review these Terms of Service from time to time so that you will be apprised of any changes".

Gmail 's Terms if Use are similarly one-sided, even arrogant, in stating that "Google may, in its sole discretion, modify or revise these terms and conditions and policies at any time, and you agree to be bound by such modifications or revisions".  It makes a mockery of the requirement that a party to a contract be aware of its terms.

And in Google News, "Google shall have the right to modify the terms of this Agreement at any time, which modification shall be effective immediately upon posting. Accordingly, we suggest that you check this page periodically".

•
Negotiability of Changes to Terms

None.

The Desktop T&C for the USA states that "you agree to the terms of the Google Desktop Privacy Policy [link], which may be updated from time to time".  It is unclear how a term of a contract can apply when one party was not, and could not have been, aware of that term.

The GMail Terms of Use read in a further page called Program Policies, which also states "Please note that we may change our policies at any time, and pursuant to our Terms of Use, it is your responsibility to keep up-to-date with and adhere to the policies posted here".

Consent (not opt-out arrangements or a fixed condition of contract)
•
re the transaction

-
clarity of the point of contract

•
re data collection and usage

Recourse

•
Enquiry and Complaints Process

-
accessibility

Various web-forms are provided (but their design features and the company's responsiveness were not tested).

The nested Contacts page provides addresses and phone-number, but not email-address. 

-
copy to consumer's email-archive

Not direct.  No tests were performed.

-
responsiveness to enquiry or complaint

-
acknowledgement

Not tested.

-
resolution

Not tested.

•
Restitution

-
product quality shortfalls

-
own products and services

-
third-party products and services

-
fulfilment quality shortfalls

-
payment errors

•
External Complaints Mechanisms

-
information provided about them

No evidence of any information.

-
prompt and appropriate communications with regulators

No evidence of any undertakings in that regard.

Redress

•
Law (not mere 'self-regulation')

Unclear what laws and codes a transaction is subject to.

•
Enforcement Accessibility

-
a jurisdiction convenient to the consumer

A large proportion of consumers would be seriously inconvenienced.

The exceptions appear to be:

-
Californian users 

-
Desktop users in the U.S.A, U.K., France, Germany, Italy, The Netherlands 

and Australia

-
limited formality, delay and expense

Unclear what processes are available.

•
Enforcement Scope

All aspects are unclear.

-
action available for restitution, costs, damages and exemplary damages

-
action available re misrepresentation

-
action available re non-compliance with undertakings

-
class action available

•
Application of the Law

